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ADM Data Processing Schedule
Schedule to the ADM Computing Ltd Master Services / Support Agreement

Parties: ADM Computing Ltd, a company registered in England and Wales ("ADM", "Processor"), and the customer named in the Agreement ("Customer", "Controller"), together the "Parties".
Status: This Schedule forms part of, and is incorporated into, the Agreement between ADM and the Customer for the provision of IT managed services and support (the "Services"). This Schedule applies automatically to every Agreement referencing it and does not require separate execution unless the Customer requests a standalone version.
Purpose: This Schedule sets out the terms on which ADM will Process Personal Data on behalf of the Customer in the course of providing the Services, and is intended to satisfy Article 28(3) of the UK GDPR.
1. Definitions and Interpretation
Terms below have the meanings given in the UK GDPR and the Data Protection Act 2018 unless otherwise defined. In the event of any conflict between this clause and UK GDPR, UK GDPR prevails.
	Term
	Meaning

	UK GDPR
	The UK General Data Protection Regulation as retained in UK law under the Data Protection, Privacy and Electronic Communications (Amendments etc) (EU Exit) Regulations 2019, together with the Data Protection Act 2018.

	Controller, Processor, Data Subject, Personal Data, Processing, Personal Data Breach, Special Category Data
	As defined in Article 4 UK GDPR.

	Sub-processor
	Any third party engaged by ADM to Process Personal Data on behalf of the Customer in connection with the Services.

	Agreement
	The underlying Master Services Agreement, support contract, order form, or terms of service between ADM and the Customer to which this Schedule is attached or into which it is incorporated by reference.

	ICO
	The UK Information Commissioner's Office, or any successor supervisory authority.


2. Roles of the Parties
2.1 The Customer is the Controller and ADM is the Processor in respect of Personal Data Processed by ADM under the Agreement. Where ADM Processes Personal Data for its own purposes (e.g. billing, account administration, ADM's own regulatory compliance), ADM acts as an independent Controller in respect of that limited processing, which is not governed by this Schedule.
2.2 Details of the subject matter, duration, nature and purpose of Processing, the types of Personal Data, and the categories of Data Subjects are set out in Annex 1.
3. ADM's Obligations as Processor
ADM shall, in respect of Personal Data Processed under the Agreement:
1. Process Personal Data only on the Customer's documented instructions, including in relation to transfers of Personal Data to a third country, unless required to do otherwise by UK law, in which case ADM shall (where legally permitted) inform the Customer of that legal requirement before Processing;
1. promptly inform the Customer if, in ADM's opinion, an instruction infringes UK GDPR or other applicable data protection law;
1. ensure that persons authorised to Process the Personal Data have committed themselves to confidentiality or are under an appropriate statutory obligation of confidentiality;
1. implement appropriate technical and organisational measures to ensure a level of security appropriate to the risk, as set out in Annex 3, taking into account the state of the art, cost of implementation, and the nature, scope, context and purposes of Processing;
1. not engage another processor (Sub-processor) without prior specific or general written authorisation of the Customer, as set out in Clause 4;
1. taking into account the nature of the Processing, assist the Customer by appropriate technical and organisational measures, insofar as reasonably possible, for the fulfilment of the Customer's obligations to respond to requests for exercising Data Subjects' rights under Chapter III UK GDPR;
1. assist the Customer in ensuring compliance with its obligations under Articles 32 to 36 UK GDPR (security, breach notification, DPIAs, prior consultation), taking into account the nature of Processing and the information available to ADM;
1. at the Customer's election, delete or return all Personal Data to the Customer after the end of the provision of Services relating to Processing, and delete existing copies unless UK law requires storage of the Personal Data;
1. make available to the Customer all information necessary to demonstrate compliance with the obligations in Article 28 UK GDPR, and allow for and contribute to audits, including inspections, conducted by the Customer or an auditor mandated by the Customer, subject to Clause 6;
4. Sub-processors
4.1 The Customer provides ADM with general written authorisation to engage the Sub-processors listed in Annex 2 in connection with the provision of the Services. For the avoidance of doubt: (a) a cloud or SaaS platform that the Customer subscribes to and operates directly under its own agreement with that provider is not a Sub-processor of ADM in respect of Personal Data that remains within the Customer's own environment — ADM's involvement there is limited to administering that environment under delegated access granted by the Customer; (b) where ADM self-hosts third-party software (such as its documentation and PSA platforms) on infrastructure controlled by ADM, the software vendor is not itself a Sub-processor unless that vendor is separately given access to the underlying data (e.g. for remote support, telemetry, or managed hosting); and (c) a colocation facility provider that supplies only physical rack space, power, cooling and physical security — with no logical or remote access to Personal Data held on ADM's own equipment — is not a Sub-processor, and is instead addressed as a physical security control under Annex 3.
4.2 ADM shall give the Customer no less than 30 days' prior written notice of any intended addition or replacement of a Sub-processor, giving the Customer the opportunity to object on reasonable data protection grounds. If the Customer objects and the Parties cannot resolve the objection, either Party may treat this as grounds to terminate the affected element of the Services without penalty.
4.3 Where ADM engages a Sub-processor, ADM shall impose on that Sub-processor, by way of contract, the same data protection obligations as set out in this Schedule, in particular providing sufficient guarantees to implement appropriate technical and organisational measures. ADM remains fully liable to the Customer for the performance of that Sub-processor's obligations.
5. International Transfers
5.1 ADM shall not transfer Personal Data outside the UK (or the European Economic Area, where applicable) except: (a) to a country or organisation covered by UK adequacy regulations; (b) subject to appropriate safeguards under Article 46 UK GDPR, including the International Data Transfer Agreement or the UK Addendum to the EU Standard Contractual Clauses; or (c) with the Customer's prior written consent and subject to another valid transfer mechanism.
5.2 Where the Services rely on infrastructure operated by ADM's own Sub-processors (including backup storage, documentation, and PSA/ticketing platforms listed in Annex 2), ADM shall use UK-region storage wherever offered by the relevant Sub-processor and shall document any exception.
6. Audit and Information Rights
6.1 ADM shall make available to the Customer, on reasonable written request and no more than once in any 12-month period (save where required following a Personal Data Breach or by a supervisory authority), such information as is reasonably necessary to demonstrate compliance with this Schedule, which may be satisfied by provision of ADM's current ISO/IEC 27001:2022 certification, Cyber Essentials Plus certification, SOC-type reports, or written responses to a reasonable security questionnaire.
6.2 If such documentation does not reasonably address the Customer's concerns, the Customer may conduct an on-site or remote audit on no less than 30 days' written notice, during ADM's normal business hours, no more than once per year, at the Customer's own cost, subject to reasonable confidentiality restrictions and without disrupting ADM's operations or other customers' data.
7. Personal Data Breach Notification
7.1 ADM shall notify the Customer without undue delay, and in any event within 48 hours of becoming aware, of any Personal Data Breach affecting the Customer's Personal Data.
7.2 Notification shall, so far as reasonably known at the time (with further information provided as it becomes available), describe: the nature of the breach, categories and approximate number of Data Subjects and records affected, likely consequences, and the measures taken or proposed to address the breach and mitigate its effects.
7.3 ADM shall provide reasonable cooperation and assistance to the Customer in respect of any resulting notification to the ICO or affected Data Subjects, recognising that the Customer, as Controller, retains responsibility for making such notifications.
8. Deletion and Return of Data
On termination or expiry of the Agreement (or the relevant Services), ADM shall, at the Customer's written election made within 30 days of termination, either securely delete or return all Personal Data Processed under the Agreement, and delete existing copies, save to the extent UK law requires ADM to retain such data, in which case ADM shall isolate and protect that data from further Processing except as required by that law.
9. Liability
Each Party's liability arising out of or in connection with this Schedule is subject to the limitations and exclusions of liability set out in the Agreement. Nothing in this Schedule limits either Party's liability for matters which cannot be limited or excluded under UK GDPR or applicable law.
10. General
10.1 This Schedule shall take precedence over any conflicting provision of the Agreement in respect of the Processing of Personal Data, but does not otherwise vary the commercial or technical terms of the Agreement.
10.2 This Schedule is governed by the laws of England and Wales, in line with the governing law provisions of the Agreement.
10.3 Should any provision of UK data protection law be amended, replaced or superseded such that this Schedule no longer reflects the Parties' statutory obligations, the Parties shall negotiate in good faith to update this Schedule accordingly; pending any such update, the statutory requirements in force shall be treated as incorporated into this Schedule by operation of law.


Annex 1 — Details of Processing
	Subject matter
	Provision of managed IT support, system administration, cyber security monitoring and compliance services by ADM to the Customer, as described in the Agreement.

	Duration
	For the term of the Agreement, and thereafter for so long as ADM holds Personal Data pending deletion or return under Clause 8.

	Nature of Processing
	(a) Access to and administration of Personal Data within Customer-owned IT environments and cloud/SaaS platforms via delegated administrative access granted by the Customer, which remains within the Customer's own environment; and (b) collection, storage and transmission of Personal Data that ADM itself holds outside the Customer's own environment in the course of delivering the Services, namely: backup data (Wasabi UK cloud storage), technical/asset documentation (Hudu), and customer contact and support-ticket records (HaloPSA).

	Purpose of Processing
	Provision of IT helpdesk and support services; system administration; security monitoring, threat detection and incident response; backup and disaster recovery; compliance and governance support (e.g. data loss prevention, sensitivity labelling); licence and asset management.

	Categories of Data Subjects
	Customer's employees, workers and contractors
Customer's customers, suppliers and business contacts (to the extent their data resides in systems supported by ADM, e.g. mailboxes, SharePoint, Teams)

	Types of Personal Data
	Contact details (name, email, phone, job title)
Account and authentication data (usernames, device IDs, sign-in logs)
Email, document and collaboration content incidental to support and monitoring activity
Security and audit logs (IP addresses, activity logs, security alerts)
Special category data only where incidentally present within Customer content and not specifically sought out or processed by ADM (e.g. HR or health data within email/documents)


Annex 2 — Authorised Sub-processors
	Sub-processor
	Processing location
	Nature of processing

	Wasabi Technologies
	UK (Wasabi UK cloud storage region)
	Storage of Customer backup data (backup and disaster recovery copies of Customer systems/data processed as part of the Services)

	
	
	


ADM maintains an up-to-date register of Sub-processors, available to Customers on request, and will notify Customers of changes in accordance with Clause 4.2.
Annex 3 — Technical and Organisational Measures
	Certification / framework
	ADM holds ISO/IEC 27001:2022 certification for its information security management system, and Cyber Essentials Plus certification, both subject to periodic external audit.

	Physical security
	ADM's own hardware hosting its self-hosted platforms (including Hudu and HaloPSA) is located on dedicated racks at The Bunker, Sandwich, Kent — a UK colocation datacentre providing physical access control, environmental monitoring, power redundancy and site security. The Bunker provides physical facilities only and has no logical or remote access to Personal Data held on ADM's equipment.

	Access control
	Role-based access control and least-privilege administration of Customer environments; use of privileged access management and just-in-time elevation for administrative tasks; multi-factor authentication enforced for all ADM staff accessing Customer environments; access via delegated administration models with scoped, time-limited roles rather than standing full-access credentials wherever operationally possible.

	Monitoring and logging
	Security information and event monitoring with defined analytic rules and alerting; audit logging of administrative actions within Customer environments; regular review of sign-in and audit logs for anomalous activity.

	Data loss prevention
	Use of data loss prevention policies and data classification/labelling controls to reduce inadvertent exposure of Personal Data, where in scope of the Services provided to the Customer.

	Encryption
	Personal Data encrypted at rest and in transit in line with the security defaults of the platforms used to deliver the Services, and ADM-configured encryption and data protection controls where applicable.

	Organisational measures
	Staff data protection and security awareness training; confidentiality obligations in staff contracts; documented information security policies forming part of ADM's ISO 27001 ISMS; background checks for staff with privileged access, in line with ADM's HR policies.

	Incident response
	Documented incident response and breach notification procedures, including the 48-hour notification commitment at Clause 7; use of security monitoring playbooks for triage of security incidents.

	Business continuity
	Backup and disaster recovery arrangements appropriate to the Services provided, tested periodically in line with ADM's business continuity policy.
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